VALCOM Cisco Unified Communications Manager
12.5 SIP Configuration Guide

Valcom Session Initiation Protocol (SIP) VIP devices are compatible with Cisco Unified
Communications Manager (formerly Cisco Unified CallManager) (SIP enabled versions). The Valcom
device is added to the Communications Manager as a Third-party SIP Device (Basic or Advanced).
Third-party SIP Device (Basic) supports one line, Third-party SIP Device (Advanced) supports up to
eight lines.

Default, non-secure Phone Security Profiles do not require authentication for a phone to register. To
enable digest authentication, a new Phone Security Profile must be configured. If an appropriate
profile has already been defined, it may be used for the Valcom device. Skip to Step 5 if an existing
profile will be used, or if authentication is not required and a built-in (non-secure) profile will be used.

Navigate your web browser to the IP address of your Cisco Unified Communications Manager server
and login.

1. Go to the “System” menu, and then click “Security Profile”, then click “Phone Security Profile”.
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2. Click on “Add New”
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3. On the Phone Security Profile Configuration screen, select the appropriate Profile Type from
the dropdown list. For Valcom devices, the type will be either Third-party SIP Device
(Advanced) or Third-party SIP Device (Basic). The profile being created will only be available
for the phone type that is selected. Use Basic for devices that only have a single SIP identity
(such as a SIP speaker). Select Advanced for devices that have multiple SIP identities (such
as the VIP-201 Paging Server). Click “Next” after selecting the Type.
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4. Enter the Phone Security Profile Information.
A) Enter “Name™” (ex. Valcom SIP Advanced)
B) Enter “Nonce Validity Time*” in seconds (default 600)
C) For “Transport Type*” select “UDP” or TCP+UDP from the dropdown list
D) Check the box for “Enable Digest Authentication”

E) The “SIP Phone Port*” should be left at the default of 5060, unless it is also changed
in the Valcom device.

F) Click the “Save” button when all fields have been entered.
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The following steps outline the typical device configuration process:

1. Under the “User Management” menu, select “End User”

2. Click on “Add New”

whln  Cisco Unified CM Administration (ERRECEGY Cisco Unified CM Administration [+
CISCO  E4r Cisco Unified Communications Solutions admin About Logout

System - Call Routing »  Media Resources »  Woice hal = Device = Application +  User Management +  Bulk Administration = Help «

Find and List Users
|:|'}= Acld Newy

User

Find User where | First name  [=]| begins with [=] |[ Find ] [ Clear Filter ] E

Mo active query, Please enter your search criteria uzing the options above,

3. Complete the following steps:

A) Enter “User ID*” (ex. 5000) —[required for Valcom device]
B) Enter “Last name*” (ex. 5000) —[required for Call Manager only]
C) Enter “Digest Credentials” (ex. 1234) —[required for Valcom device]
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D) Enter “Confirm Digest Credentials” (ex. 1234) —[required for Valcom device]
E) Select “Save” at the top of the screen

aliln  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System » Call Routing ~ Media Resources +  Advanced Features » Device =  Application ~ User Management -

End User Configuration
B Save

rStatus

@ Status: Ready

r User Information

User Status Enabled Local User
User ID* |5000
Password

Confirm Password

Self-Service User ID

PIN

Confirm PIN

Last name* Valcom

Middle name

First name

Title

Directory URI

Telephone Number

Home Number

Maobile Number

Pager Number

Mail ID

Manager User ID

|
|
|
|
|
|
|
|
Display name |
|
|
|
|
|
|
|
|
|

Department

User Locale [ None = v
Associated PC/Site Code | |

Digest Credentials |.oun |

Confirm Digest Credentials'..u..{ |

User Profile [Use system Default( "Standard (Factory Default) Us % | View Details
User Rank* [1-Default User Rank ~]
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4. Click on “Device”, then click on “Phone”

alal,  Cisco Unified CM Administration

€ISCO  Eur Cisco Unified Communications Solutions

System » Call Routing  Media Resources »  Advanced Features - | Device - | Application = User Management -

. CTI Route Point
End User Configuration -
Gatekeeper

B Save x Delete EDE Add New Gateway

| Phone

rStatus

Trunk

@ Add successful

r User Information

Remate Destination

Expressway-C

Device Settings 3
User Status Enabled Local User
User ID* | 5000 Headset 3
Password |[ Edit Credential |

Confirm Password

|
Self-Service User ID | |

PIN || Edit Credential |

Confirm PIN

Last name*

Middle name

First name

Display name

Title

Directory URI

Home Number

Mobile Number

Pager Number

Mail ID

Manager User ID

Department

User Locale

|
| |
| |
| |
| |
| |
| |
Telephone Number | |
| |
| |
| |
| |
| |
| |
|
|

Associated PC/Site Code

Digest Credentials

Confirm Digest Credentials | A, ...................|

User Profile

User Rank*

|Use System Default( "Standard (Factory Default) Us » | View Details
[ 1-Default User Rank |

— Camrira Catbinnc

and Click on “Add New”
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5. Select “Third-party SIP Device (Basic)” or “Third-party SIP Device (Advanced)” from the dropdown,
then click “Next”
(VIP speakers would be “Basic”, other VIP devices can be either, depending on whether more than
one extension/Directory Number will be used on a VIP device)
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6. Complete the following steps :
-in Device Information Section

A) Enter “MAC Address*” (ex. 00D05F01D32C, use the MAC address from the Valcom device that will
be registered)

B) Select “Device Pool*” - “Default” (or what is valid for your installation)

C) Select “Phone Button Template* - “Third-party SIP Device (Basic)” or “Third-party SIP Device
(Advanced)”

D) Select “Common Phone Profile*” - “Standard Common Phone Profile”

E) Select “Location™ - “Hub_None” (or what is valid for your installation)

F) Select “Owner” > Anonymous

G) Remaining Options is Device Information section can be left as default
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—Status
@ Status: Ready

r Phone Type

Product Type: Third-party SIP Device (Advanced)
Device Protocol: SIP

r Device Information

ﬁl\. Device is not trusted

MAC Address™ |00DOSFO1D32C |
Description | SEP0ODOSFO1D32C |
Device Pool* | Default v | view Details
Commen Device Configuration | < None = ~ | view Details
Phone Button Template® | Third-party SIP Device (Advanced) |

Commen Phone Profile [ Standard Common Phone Profile ~ | view Details
Calling Search Space [ < None = v

AAR Calling Search Space [« None = v|

Media Resource Group List | = None = o

Lecation® [ Hub_MNone v|

AAR Group | = None = Vl

Device Mobility Mode* | Default Vl

Owner 0 User ® Anonymous (Public/Shared Space)

Owner User ID e

Mobility User ID [ < None = V]

Use Trusted Relay Point* | Default v|

Always Use Prime Line® | Default v]

Always Use Prime Line for Voice Message* | Default Vl

Geolocation [« None = v|

Retry Video Call as Audio

Dlgnore Presentation Indicators {internal calls only}
Logged Into Hunt Group

[[Jremote Device
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-in Protocol Specific Information Section

H) Select “Presence Group™ > “Standard Presence group” (or what is valid for your installation)

I) Select “MTP Preferred Originating Codec*” - “711ulaw”

J) Select “Device Security Profile*” - “Third-party SIP Device Basic — Standard SIP Non-Secure
Profile” (or a Secure Profile that you may have created —see Step 1 at the beginning of this
document)

K) Select “SIP Profile* - “Standard SIP Profile”

L) Select “Media Termination Point Required”

M) Select “Digest User’ - The “User ID” that was created in Step 3A. (ex. 5000)
N) All other fields can be left at default or configure per your server/site.

O) Select “Save” at the top of the screen.

dlili,.  Cisco Unified CM Administration

€IS€O k4t Cisco Unified Communications Solutions

System = Call Routing » Media Resources =  Advanced Features = Device =  Application »  User Management «

B Save

Use Device Pool Calling Party Transformation C55 {Caller ID For Calls From This Phone)

r Remote Number

Calling Party Transformation CS5 = None - b

Use Device Pool Calling Party Transformation CSS {Device Mobility Related Information)

r Protocol Specific Information

BLF Presence Group® [ standard Presence group v]
MTP Preferred Onginating Codec* | Fillulaw V|
Device Security Profile* [ valcom SIP Device Advanced - Standard SIP Secure ¥ |
Rerouting Calling Search Space | < None = V|
SUBSCRIBE Calling Search Space [« None = v
SIP Profile® [ Standard SIP Profile ~ | view Details
Digest User [ 5000 v]

Media Termination Point Required
[Junattended Port

O Require DTMF Reception

[ allow Presentation Sharing using BFCP
[ allow ix Applicable Media

- MLPP and Confidential Access Level Information

MLPP Domain | = Mone = v|
Confidential Access Mode | < None = v|
Confidential Access Level [ < None > v|

Save
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7. Select “Line [1] — Add a new DN” under “Association”.

alinln Cisco Unified CM Administration
cisco tor Once Unstind Commummnoatinng Salutsaes
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Status

{@ 804 successt

r Assaciation  Phone Type

| Product Type:! Third-party SIP Device (Advanced)

fNodf‘, Button [tems
e N RS L e | Device Protocel: SIP

| 1 emiimal)]-add s vew D0

2 ewrisg 2] 440 8 new O ;—Hu&n—u Device Status
) | Registration:  Unknown
3 emiblme(D]l-sddsnew Dt l 1Pva Address: None

4 emveiwe(3)-2ddp new ON

r Device Inform
S e log 18] Add arew D |

I il e | 4 pevice = actve

srzion (6] -addanew N || /A Device i not trusted

| 7 emitmeroy-a . ytucaﬂo—nx'
st [7] - Add a b O

S0DO5FI032C

N 181-4d4 " | Descrption SEPCCO0SITIDIZE
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o\ . - ! Devize Poct* Defmait
| Common Devce Configuration [ < Mone »

! Phone Button Temgiate® Ti‘rd-pvw 'SV‘.‘; Device J:lvvr\'e-iv

| Commos Phane Profie™
8. Complete the following steps:
-in Directory Number Information

Stacdard Comemen Phose Prebile

A) Enter “Directory Number*” (ex. 5000)

B) Route Partition use default or what is applicable to your site
C) Enter “Description” (ex SIP Paging Server Zone 1)

D) Check the Active checkbox, if not already checked

-in Directory Number Settings

(SEPMOCASFOLD32C)

V] View Detai
v View Datair
v

v‘ Vi Detaly

E) Select “Presence Group™ - “Standard Presence group” (or what is valid for your installation)
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alimln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » Call Routing +  Media Resources +  Advanced Features + Device »  Application + User Management +  Bulk Administration + Help «

Directory Number Configuration
B Save

r Status

@ Directory Number Configuration has refreshed due to a directory number change. Please click Save button to save the configuration.

r Directory Number Information

. *
Directory Number |5ggo | O Urgent Priority
Route Partition [« MNone = hd

Description |SIP Paging Server Zone 1 |

Alerting Name | |

ASCII Alerting Name | |

External Call Control Profile | < Nane = bl

Active

-in Line 1 on Device SEPOOD05F01D32C

F) Key in “Display (Caller ID)” with a name or number to identify this (DN) extension *useful if using
talkback speakers that can call into the Call Manager.

-in Multiple Call/Call Waiting Settings on Device SEPO0OD05F01D32C

G) Enter “Maximum Number of Calls*” > “2”
H) Enter “Busy Trlgger*” 9 “2,,

-in Forwarded Call Information Display on Device SEPOOD05F01D32C
I) Check “Caller Name”
J) Check “ Dialed Number”

K) Select “Save” at the bottom or top of the screen
L) Click “Apply Config” at top of screen
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M) Click Related Links: Configure Device Go button to return to device screen
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uliilye  Cisco Unified CM Administration

cisco

For Cisco Unified G
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Phone Configuration

-~

Status
@ Status: Resdy

~Association

Moddy Button Steans |

2 wmilone (2] - Add e new DN

3 emiles (3] - Add ¢ naw ON
™

4 enilog (4] 2dd s new D

5 emiloc (5] Add 2 oew ON

5 -;:q oo (6] -2dd = new DN

1 wms e ” -~ 5000 ino oprbitenn )
™

Phone YType

Device Protocol: SIP

Product Type: Third-party SIP Device {Advanced)

Resl-time Device Status

Registration: Urknoar
IPv4 Address: None

r ce Info

E Device < Active

& Device & oot trusted
MAC Address®

7 woee Lein £9) < A o 00DOSFI1D32C | ¢sepoanOSFOIDIZC)
° .:. e ThE 2 Ad 4 oo O Descripten SEFCADOSFOIDI2C . ]
™ =4dd e new € Device Pooi* Default v | oasw Details
Common Device Configuratice < None > v | View Detnil
Pheee Button Temgplate® Third-party SIP Dewice {Advenced) hd|
Commeon Fhone Profie* Standard Common Phone Profile v | View Ratails
Caling Sesrch Space < None > v
ALR Caltng Search Space < None > v
Med:s Resource Group Lst < None > v
Location* Hub,_None A
AAR Grouo < None » b L
Device Mobiiity Mods * Defsult v | iew Curent Qevice Mobidty Settingg
Owner Z User @ Apceymous (Public/Shared Space)
Qwnar User ID b
Mobiity User ID < Neoe > v
Use Trusted Relay Point®™ _Cefsult N
Always Use Prime Line * Default |
Always Use Prime Line for Voice Message* [ Default v/
Geolecation = None > hal

Retry Video Call as Audio
I 1gnore Presentatcn Indicators (internal cals only)
Logped Iato Hunt Grosp

— Nasnsns Mz 2

N) You can repeat steps A-F if configuring more than 1 extension
O) When done Click “Apply Config”
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9. Open the VIP-102B tool interface for the Valcom SIP enabled VIP device.

Note: The information contained in this guide is limited to configuration of the “SIP” tab in the VIP-102B IP
Solutions Setup Tool for the Valcom VIP device that is to be registered to the SIP server. More information on
Valcom VIP device configuration, such as IP address assignment, relay activation, etc, may be found in the VIP-
102B Reference Manual. This document may be downloaded from our website at http://www.valcom.com

In order to Register:
Required Fields: Phone Number, Authentication Name, Secret, SIP Server (primary), Register, SIP Server Port,
SIP Port, RTP Port
Optional Fields: Description, Realm, SIP Server Backup 1, 2, and 3, DNS SRV, CID Name, CID Number.

In our example, the SIP Server IP address is the same as our Cisco Call Manager, “192.168.98.70”. If using a host
name here you must specify at least one DNS server on the Network tab to resolve the name.
Phone Number is the same as our Directory Number in the Cisco Call Manager configuration, “5000”.
Secret is the same as our Digest Credentials in the Cisco Call Manager configuration, “1234”.
SIP Server Port is the port number, on which the Cisco Call Manager SIP server is listening for SIP data.
SIP Port is the port number, on which the Valcom VIP device is listening for SIP data. By default this is set for
“6060”. RTP Port is the port number, on which the Valcom VIP device is set to send/receive audio packets, via SIP.
By default this is set for “20000”. All other optional fields may be used based on your server/site requirements.

For this particular device, the SIP paging server, other fields on the SIP tab relate to functionality of the device.
Definition of these fields may be found in the VIP-102B Reference Manual under the SIP Tab (VIP-201, VIP-204).
This document may be downloaded from our website at http://www.valcom.com

When the Valcom VIP device configuration is complete, select the “Update Changed Devices” button, at the
upper left. When update is complete, click reset, to reboot the device.
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10. To confirm a successful configuration, return to Call Manager and click on “Device”, then Phone, then
locate the VIP device in the search results. If successfully registered, the status column should show the
VIP device is registered to the IP address of the Call Manager with the VIP device’s IP address in the next
column under “IP Address”
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